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1 About This Guide

1.1 How the Document is Organized
This document is divided into the following sections:

1 Introduction
i Getting Started

0 Broward SSO Account Access
Accessing the Broward SSO Launchpad
Self-Service Password Management
Updating Your Strong Authentication Method
Logging Out

O O OO

1.2  Who Should Use This Guide
Broward County Public School (BCPS) users who should use this guide include:

9 Staff
I Students
9 Designated non-employees affiliated with BCPS (consultants)

1.3 Typographical Conventions

This document uses the following typographical conventions:

9 Buttons appear in bold type.

9 Technical terms that require further explanation are linked to its definition in the Terms section of the
document.

9 Notes are used to highlight information that should be brought to the user’s attention.

o |
A

* Note is inserted here.
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2 Introduction

Broward Single Sign-On (SSO) is your one-stop access to most of the website applications you use to
accomplish your educational and business needs. After signing into Broward SSO, you’ll have access to
many of your website applications without having to sign-in again. The Broward SSO Launchpad also
provides a way for users to manage their own password from anywhere, using the new self-service
password reset tool.

2.1 Purpose
The purpose of the Broward Single Sign-On User Guide is to assist you with:

I Accessing your existing Broward SSO account

1 Accessing the Broward SSO Launchpad

I Self-managing your own username and password
I Updating your strong authentication method

2.2 System Configuration

The Broward SSO application operates on Windows PCs and Mac PCs. Mobile devices are currently not
supported.

The Windows PC version is compatible with the following browsers:
I Firefox 47.0

 Google Chrome 51.0

9 Internet Explorer 9.0-11.0

8
©* |

" The Microsoft Edge browser is currently not supported.

The Mac version is compatible with the following browsers:

9 Safari 8.0
9 Firefox47.0
 Google Chrome 51.0
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2.3 Terms

This section provides a list of terms specific to Broward SSO.

Auto SSCapp - This app automatically logs the user into the website, and the user will not need to enter
a username or password. There are no icons associated with Auto SSO apps.

Bookmark app- Users will be taken to the website listed where they will be required to enter a username
and password. This will be indicated by a blue bookmark on the top left-hand corner of the app icon.

Manual SSCapp— Users are required to enter their login information once for this app. This will be
indicated by a pink key on the top left-hand corner of the app icon. Once the user has entered their login,
the pink key becomes a green key. After the app key becomes green, the user will automatically be logged
into the system. If the user changes his login information for this website, he will need to change it in
Broward SSO as well for this app.

Selfservice password managementUsers are provided with the capability to self-manage their own
password and username from anywhere with an internet connection. Self-service management options
include: obtaining your username, changing/resetting your password, and unlocking your account.

Strong authenticate- Also known as alternate authentication, it is a method of verifying a user’s identity
without the use of a password. For Broward SSO, this will be the security questions a user sets up during
the registration process.
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3 Getting Started

3.1 Broward SSO Account Access

Once you have completed the Broward SSO one-time registration process, you are now ready to access
Broward SSO.

1

=
L“l If you have not completed the Broward SSO registration process, refer to the
Broward Single Sign-On Registration Guide for assistance.

1. Access the Broward SSO Sign In page from the following URL:

sso.browardschools.com

-~
w BROWARD

County Pubiic Schooks
Sign in with your user name

P012345667
¥ Remember Me

Forgot User Name Forgot Password

Unlock Resat Password

2. Enter the following username and password combination:

Staff
9 Staff username= your Personnel number (example: P01234567).
You can enter either “P” or “p.”
1 User password your Windows (Active Directory) password.
This is the same password you use to log in to Office 365 and Pinnacle.

Students

¢ Student username: your Student number (example: 06012345)

e User password your Windows (Active Directory) password.

This is the same password you use to log in to Office 365 and Pinnacle.

3. Click Sign In
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3.2 Accessing the Broward SSO Launchpad

After you have logged in, you will be taken to the Broward SSO Launchpad. The Launchpad displays the
applications (apps) that have been registered to you.

Terownro (IR

y R R
< . Atomic Learning - h v Bb " Blackboard o
3000 Achieve3000 (Staff) (7] BASIS Blackboard Collaborate
e canvas . aa Coteon . ;' Destination . PR osctiny Libvary & - Doy - "
i oa ' Bl Ssuccess (Staff) Byl Textoook Manager |IEp =
Whensm v v v v v
ELLevation - o “ FLDOE (Staff) Intel Study APP J Ready
o
hm& Leaming Village ~ Math Nation v | MyLearningPlan v myoN v Officedss (Staffy ~
Pt
nnnnnnnnnnnnnn N TN [N R o |

3.2.1 Launchpad Apps

You may see any or all of the following types of apps on your screen:

Bookmark apps You will be taken to the website listed where you will be required
@ to enter your username and password. This will be indicated by a blue bookmark on
\{" 4 the top left-hand corner of the app icon.

Manual SSO appgink key) Requires that you enter your login information once.
This will be indicated by a pink key on the top left-hand corner of the application
icon. Once you have stored your login the pink key becomes a green key.

o Manual SS@pps(greenkey): After storing your login the pink key on the top left-

— hand corner of the application icon will become a green key.

\(" 4 This app requires you to enter your credentials once to store your login in Broward
SSO. After, you will automatically be logged into the system. Please note that if you
change your login information for this website, you will need to change it in Broward
SSO as well for this application.

‘“ Auto SSGapps This app automatically logs you into the website. You will not need
= to enter your username or password. There are no icons associated with Auto SSO

w apps.
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1

5 |
L“ Click on browardschools.com/sso to access Broward SSO Quick Linksere you'll
find a list of available apps, documentation, FAQs, and more!

3.2.2 Adding Apps to my Launchpad via the App Center

You can add additional apps to your Launchpad from the App Center tab.

1. Click App Center
2. To add an app, click the plus icon on the desired app.
3. You can also use the Search field at the top of the list to search for and add a specific app.

App Center Preferences Passwords Task Manager Certifications

(1]
GISE\E’ EasylEP ollowrss ELLevation + iObservation +

Each app is added in the background so you can add as many as you like.

4. Click Launchpado return to the Launchpad.
The new app will appear on your Launchpad with a pink key.
5. Click the new app(s) to enter your credential information, if needed.
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3.2.3 Changing the Password for an App on my Launchpad

__ﬁ_ﬁﬁl
L“' You can only change the password on an app with a green key.

If you have changed the password for an app on the app’s website, you’ll also need to change the
password on the Broward SSO Launchpad so that you can be automatically signed in.

After changing your password on the app’s website, go back to your Launchpad and complete the
following steps:

1. Click the down arrow on the app.

T w
Plan MyLearningPlan "

2. Click Update Password

s
o MyLearningPlan .
Update Password Remove App
__of]ll

Depending on the app, you may (or may not) be required to strong authenticate
next, using the security questions you set up when you registered.
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Broward County Public Schools
Enter a new password, then re-enter it again in Confirm Updated Password.

3.

Update MyLearningPlan Password

A Update your account info on the app website before editing it here. ?

User Name
Show

Current Password

,,,,,,,

Updated Password

|
Confirm Updated Password

Cancel

4. Click Update
Your password is now updated
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3.2.4 Removing an App from my Launchpad

To remove an app from your Launchpad, complete the following steps:

1. Click the down arrow on the app.
‘-‘;. FLDOE (k-2) v

2. Click Remove App

"‘; FLDOE (k-2) A

Update Password Remove App

3. Click OK

/A FLDOE (k-2) will be removed from your Launchpad. Continue?

The app is removed from your Launchpad, and is moved back to the App Center.
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3.3

331

3.3.2

Self-Service Password Management

Self-service password management enables you to obtain your own forgotten username, change/reset

your own password, or unlock your user account from a PC or tablet.

Self-service password management is available from the Login screen.

>
“w BROWARD

VWV Cointy pubic schoos
Sign in with your user name

P012345667

¥ Remember Me

Forgot User Name Forgot Password

Unlock Reset Password

_,_,ﬁ! ‘|
Pl

" Functionality on how to Update your password (section 3.3.4) is accessible
separately from within Broward SSO.

Forgot User Name

If you have forgotten your username, click S . You'll be prompted to enter your BCPS
email address.

Your username will be emailed to your BCPS email address.

,.»ﬁ]
|

" BCPS staff memberssername is your Personnel number.
St udent ' sisyeusSadent umker.

Forgot Password / Reset password

If you have forgotten your password or would like to reset your password, click or

‘. You'll be prompted to strong authenticate, using the security questions you set up
when you registered.

10
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333

334

BROWARD

County Public Schools

Choose Security Type

Cancel

After your identity is properly authenticated, you’ll be prompted to enter a new password.

1

5 |
L“ If you change your password on this screen, the password you use to log into
Windows (Active Directory), Office 365 and Pinnacle will be changed.

Unlock

If you attempt to log into an account with an incorrect username or password, your account will be locked
after the fifth attempt, for 15 minutes.

Clicking will unlock the account before the 15 minutes are up. You'll be prompted to
strong authenticate, using the security questions you set up when you registered.

T

‘" ~_BROWARD

V' County Public Schools

Choose Security Type

Cancel

Once your identity is properly authenticated, you'll be prompted to enter a new password.

Update Password

You can update your password while logged in by following these instructions. You’ll be required to strong
authenticate in order to change your password:

1. Click the down arrow next to your name in the top-right corner.

11
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RAYNE ALTEMA ~

Update Password

Help

Sign Out: RAYNE ALTEMA

2. Click Update Password
The Strong Authentication screen appears.

Strong Authentication x

Please verify your identity. Choose one of the following methods:

@ security questions

Remember my preference

3. Click “Security questions” to verify your identity.

__of]ll
Click “Remember my preference” so the system will remember your
preferences.

4. Click Continue

12
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5. Complete strong authentication by answering the security questions that you have selected.

@
o |

" Answers are NOT case-sensitive. This means that you DO NOT have to enter
each letter exactly as you did when the answer was first created. For example,
the security answer CuteDogcan be entered the next time as cutedogand the
system will recognize and accept the answer.

6. Click Authenticate.
7. Enter a new password, then re-enter it in Confirm Updated Password.

Update Broward SSO Password

User Name

Updated Password

Confirm Updated Password

Cancel

8. Click Update

Your password is now updated.

13
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3.4

Updating Your Strong Authentication Method

You can change the security questions you set up when you registered from the Preferences tab. You’ll be
prompted to strong authenticate first, using the security questions you set up when you registered.

1. Click Preferencesn the menu bar.

App Center Preferences Passwords Task Manager Certifications

Atomic Leaming
@ o v . BEEP v
Destination
EK Success (Staff) v E ERP v
n Office365 (Staff) v E Remedy v

L4

Canvas

-

PALS

oA
’d

<

@ FLDOE (Staff)

S50 Registration
Complete - Click
Herel!

Search Apps Q

E Clever (Staff) v

Rmé Learning Village v
Laarning Vilagt

The Preferences window appears as shown below.

Preferences

General Settings

Work Phone
your number
Work Email

e...@browardschools.com

Security Questions

1. What is your mother's maiden name? v

2. What is your maternal grandmother's first name? v

3. Wha is your favorite cartoon character or superhero? v

Strong Authentication Method

@ Askeachtime

Security questions

2. Click Edit

14
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The Strong Authentication screen appears.

Strong Authentication x

Please verify your identity. Choose one of the following methods:

@ Ssecurity questions

Remember my preference

3. Click “Security questions” to verify your identity.

8

o |
\f“‘ Click “Remember my preference” so the system will remember your
preferences.

4. Click Cortinue.
5. Complete strong authentication, using the security questions you set up when you registered.

" Answers are NOT case-sensitive. This means that you DO NOT have to enter
each letter exactly as you did when the answer was first created. For example,
the security answer CuteDogcan be entered the next time as cutedogand the

system will recognize and accept the answer.

6. Click Authenticate.
7. Edit any or all three security questions and answers.

8

o |
\f“‘ The Work Email field cannot be modified on this screen. This field must be
updated in CAB.

8. Click Save

Your new security questions are saved.

15
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3.5 Logging Out
Follow these instructions to log out of Broward SSO.

1. Click the down arrow next to your name in the top-right corner.
2. Click Sign Out

RAYME ALTEMA ~
Update Password

Help

@ut: RAYNE ALTEMA

You are logged out of Broward SSO.

16
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